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Blended and Multi-Threat Security Protection

Fortinet's family of security products provide a fully integrated and complete solution to detect and eliminate
a wide spectrum of attacks and malicious activity including blended threats, intrusion attempts, viruses,
trojans, worms, spyware, grayware, adware and denials-of-service. Using network-based ASIC-accelerated
hardware platforms, combined with an integrated series of sophisticated Dynamic Threat Protection engines,
Fortinet is able to deliver the highest level of multi-threat security and industry-leading performance at a lower
total cost of ownership. These security engines, delivered by Fortinet's award winning FortiOS,™ can be used Fortinet's ASIC-Based Multi-Threat Security
separately or together to provide IT administrators with a comprehensive security solution. Solutions Deliver Real-Time Performance
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Capabilities Supported by All Advanced FortiGate Security Systems FortiDS Multi-Threat Security Protection System

Solution

Fortinet's advanced VPN solutions meet the price/performance requirements of any-sized enterprise. Fortinet's VPN offers secure and cost-effective alternatives
to expensive, low-bandwidth Frame Relay circuits to connect multiple offices across the public Internet. FortiManager™ centralized VPN management appliance
provides the ability to manage thousands of FortiGate systems from a single console. Tightly integrated with Fortinet's application security protection, Firewall,
Antivirus, and IPS, Fortinet provides the most secure VPN solution available in the market today.

Fortinet is the leader in next generation ASIC-based network security systems
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Centralized VPN Management and Reporting

Fortinet's FortiManager™ system is a turn key, appliance-based central management and
monitoring system that enables enterprises and service providers to easily manage thousands
of FortiGate™ appliances. Centralized management significantly minimizes the administrative
efforts in deploying branch to branch VPN's for large enterprises and managed VPN service
providers with it's single console management interface. In addition, the FortiManager system 0
can manage the full range of application security services provided by each FortiGate FGT5140 VENDOR A VENDOREB VENDORC
appliance to establish and maintain consistent and up-to-date security policies across FortiGate ASIC-Based VPN Gateways
multiple, regionally deployed FortiGate systems. offer industry leading IPSec VPN capacity
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Fortinet's system provides a central logging facility that aggregates and analyzes logs from all centrally-managed s FoORTIANALYZER

FortiGate security systems. The FortiAnalyzer systems provide network administrators a real-time view of network
usage and security information. They accept and process a full range of reporting information provided by —TTIT Ji v
the FortiGate appliances including VPN status, detected viruses, attacks and real-time traffic logs. AL
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Fortinet VPN
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Enterprise Remote Office and Partner Extranet VPN
Deployed in parallel with an existing firewall, a FortiGate VPN

gateway terminates VPNs from branch offices and extranet partners R

<A b

EXTRANET
WEB SERVERS

)
ANTIVIRUS L/
VPN, ANTIVIRUS,

/_\‘_DS H323, 5IP

that require limited access to DMZ servers., With the FortiGate B \ghole -t e SECURED ENGINEERING
systems integrated security features, the administrator can . U“NT'V'RLS £ "\“:”‘ IEN / U ~ ;'1 T
configure granular security policies to control access to resources Z Q o wiiIG TN ! g
on the corporate LAN and DMZ. 2 W INTERNET :_;; ! { - ”JE
LONDON OFFICE 5
IPSEC |PSED ﬁ il
VPR [. VPN [ \“‘?SRLES
[~ o annrm:ru:n-n
e I " CENTRALIZED VPN
BUSINESS PARTNER MANAGEMENT

THIRD PARTY IPSEC GATEWAY

SAN FRANCISCO
OFFICE ™\ SECURED

()

ENGINEERING _

2

SALES

L <
m}?" i N

i [ corpoRaTE WSECURED
v \ LAN & voIP

U
\/ -

ANTIVIRUS g

!NPTUEiL!‘:ET PTG ‘o \
NetRIOS - |
l B g ﬁ?ﬂ
J\N"IUIRIJS e 1 .[ . < 1' FINANCE
LONDON UFFIL‘E - VPN DMZ = = Y= Do = .=:|-=n-:n-..-.==..
[ =5 "
U v v ¥
SECURED VOIP CALL  EXTRANET EMAIL
SERVER WEB SERVERS

voIp

MSSP: Virus-Free Managed VPN Service

Taking advantage of Fortinet’s integrated antivirus protection, managed
service providers can deliver the industry's most secure VPN service by
enabling Fortinet's advanced antivirus engine to block incoming and outgoing
VPN traffic that contains viruses, worms, trojans, spyware and other malicious
content to prevent virus outbreaks from spreading from office to office. As an
added benefit, Fortinet's flexible VPN architecture allows for interoperability
with most IPSec VPN gateways. Regardless of the VPN CPE the customer

has in place, the FortiGate system deployed at the core will ensure virus-free
VPN traffic.
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Enterprise Hub-and-Spoke VPN

Hub-and-spoke VPN configurations allow multiple remote sites
to connect together without having dedicated tunnels to each
site. An ideal application for this design is to transport VoIP
traffic across the VPN's to reduce long-distance toll charges.
Fortinet's traffic shaping features ensures VolP traffic receives
priority even through a VPN tunnel.
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Enterprise Remote Access (IPSec and SSL)

Ideal for roaming users such as remote salespeople needing secure
access to resources on the corporate LAN such as email and intranet
resources. Fortinet offers both a secure IPSec client (FortiClient™)
and clientless SSL VPN for hotspot access in areas where IPSec may
be blocked by a firewall. Strong authentication is enforced by the
FortiGate VPN gateway to ensure only authorized users can establish
VPN sessions.
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CUSTOMER SATISFACTION

“By standardizing our managed service offering on the Fortinet
platform, we can now offer enhanced security options, more rapid
implementation and a lower fee structure for our clients. We are also
able to offer even maore high-margin services and functionality -
unlike previously when we were using software from multiple
vendors.”

- Michael Bruck, President
BAI Security
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