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1 Plug-in Installer

The Plug-in Installer allows you to upgrade existing Zen Vault Professional Backup Clients with added
functionality by installing application specific plug-ins and other monitoring tools. You can also upgrade existing
plug-ins with this installer. As from Backup Professional v5.0, plug-ins can also be auto-updated during the

backup process, if enabled on the Storage Platform.

The Zen Vault Professional Client must be installed on the computer before you can install any plug-ins. Plug-ins

requires working space for the cache and disk space for creating a data dump and patches.

Note
Ensure that the drive where the Backup Client is installed has enough free hard drive space to store an extra copy

of all the selected files. If not, move the to Backup, Cache and dump folder to another drive.

1.1 Installation and Configuration

The application does not have to be installed before updating the Backup Client. Simply run the Plug-in Installer
executable and supply the necessary information. The installer will prompt you to close the Zen Vault Professional

Client interface, if it is open, when running the Plug-in installer.

Seeat s e am et el The Plug-in Installer displays a list of all the available plug-
Plug-ine marked with a © are alieady installed on the system. . . . .
Plugins marked wiha© il be upgraded. ins that you can install. Plug-ins marked with & are already
V| £ Email Motificat i i i ]
) Singe Maibos Recovery installed on the system. Any plug-ins marked with a © blue
Exchange 2003 Single Mailbox Recovery . . . .
Lotus Dormina 5 icon will be upgraded to the latest plug-in version.

Latus Domino B.5/7

@ M5 Exchange Server 20004377
M5 50L7
M5 SOL Server

powered by Orache 5
arTIx’® Oracle 5/10g Note
Script . . .
Shatepit All plug-ins are available to install. However, only those
vhaze
(=B State Back . . .
4 © Sysen Stae Backup ordered and paid for (where necessary) will be activated on

the online data backup platform.

Back l Nest I Cancel

d/ersion Informationddisplays the Plug-in Installer version information. Select or deselect any of the plug-ins by
clicking in the checkbox next to the plug-in name. After you have made all the necessary changes, click on Next.
The next screen will display a summary of all the changes that you have requested. Click on Apply requested

changes to continue with the upgrade or Back if you want to modify your selection.

The Plug-in Installer stops the Zen Vault Professional service, install/upgrade/uninstall the selected plug-ins and

starts the service again. Click on Finish to close the application. After installing the plug-ins, open the Backup
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Client and configure the installed plug-ins. For more information about the plug-ins, please refer

to the next chapter.

Note
The Plug-in Installer does not remove the dump folder used by the plug-ins or any plug-in specific settings when

you remove plug-ins. You have to remove it manually if needed.
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2 Plug-ins

Adding to its features and functionality, Zen Vault Professional also provides a solution for numerous data stores

and applications. These solutions are provided as plug-ins to the Server Edition software.

The following Zen Vault Professional Plug-ins are currently available free of charge:
e Email Notification

e System State Plug-in

The following Zen Vault Professional Plug-ins are currently available as a cost option, available to order from
www.zen.co.uk/databackup or via Sales on 0845 058 9000:

e MS Exchange 2000 | 2003 | 2007

e MS SQL 2000 | 2005

e Oracle 8i|9i| 109

e Script Plug-in
e Single Mailbox Recovery for Exchange 2000 | 2003

2.1 Email Notification

The Email Notification plug-in enables you to receive email notification on backup activity. You can configure the

plug-in to notify you on a specified email address when a backup has been successful, when it failed or both.

2.1.1 Installing the report plug-in

This plug-in is included in the Server Edition installer as of v4.2. If it is not installed run the Plug-in Installer and

select the Email Notification plug-in. After the installation, open the Backup Client interface.

2.1.2 Configuration and use

To configure the Report plug-in, open the Tools menu, select Plug-ins and click on Reporting. Enable the
checkbox next to Use Email notification to enable the plug-in. Select whether you would like to receive
notification for successful and/or failed backups. You can modify the email subject. Note that the account name is

automatically included in the subject, e.g. Backup Completed [User One].
If Notify me after a successful backup is enabled, you can choose whether Warnings and/or Errors must be
highlighted in the email subject by enabling the checkbox next to Append the subject line with the following

options and message. An example of the message is displayed below the text box.

Supply the To and From email addresses, and the SMTP server address and authentication settings, if needed.
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http://www.zen.co.uk/databackup

[3] Notification settings x|

|#| Use email notification

[v] Motify me when a backup Fails

Messages Subject: Eackup Faled |
| Motify me after a successhul backup

Messages Subject: Eachun Corrpleted |
v Append the subject line with the Following options and message

|# Warnings v Errors |§|nmunb9red, Please check Log |
#.9. Backup Completed - Warnings, Errors encounkered, Pleass check Log
Mail settings

Ta: |=‘ldmin@yuurdumain.c.;.m |

From: [backup@yourdomain. com |
SMTF server; (smtp. yourdomann, com |

[ My SMTP server requires authentication

Test

v dktach log file
Attachment settings
& Summary, warnings snd errars

_ Entire log file (25 per Advanced Options log level setting)

| ok cancel |

2.2 System State Backup Plug-in

You can specify whether the backup log must be included
in the email. Choose between the Summary, warnings
and errors or the Entire log file, as specified in the

Advance Options Log level setting.

Click on Test to verify that the settings are correct. A
message will confirm if the email was sent successfully.
Click on OK to remove the message and OK again to

close the Notification settings window.

The Report plug-in is now activated and will start emailing

reports during the next backup.

The Backup Professional System State Backup plug-in enables you to backup a collection of system-specific

components that must be backed up as a unit. These components include (depending on the Operating System)

the following components:

e Boot files, including system files, and all files protected by Windows File Protection (WFP)

e The registry.

e COM+ Class Registration database
e Active Directory

e SYSVOL directory

Please follow the following steps to install and enable System State backup. Please note that this plug-in is

only available from MS Windows 2000.

Zen Internet, Sandbrook Park, Sandbrook Way, Rochdale OL11 1RY Registered in England No. 03101568

Tel: 0845 058 9000 Fax: 0845 058 9005 E-mail: info@zen.co.uk Web: www.zen.co.uk © Zen Internet 2008




2.2.1 Installation and Configuration

This plug-in is included in the Server Edition installer as of v4.2. If it is not installed run the Zen Vault Professional

Plug-in Installer and select the System State Backup plug-in. After the installation, open the Backup Client

interface.
il From the Tools menu, select Pluglns and then
= System State.
[» Enable system state backups
iGN Siata Bk Click in the checkbox next to Enable System State
mw’ qﬁj:::w' mn--,“hmﬁmdh m“whﬁm i backups to enable the plug-in. A local target folder is
N CoraorTolder ; required to create the System State backup. Please
supply or Browse to the target folder and click OK. If
Backupto: |C:\System State Backup | [ erows... PPy g
: the target folder does not exist, the Backup Client will
rompt whether the folder must be created. This folder
is automatically included in you backup selection list.

The System State Backup plug-in is initiated at the beginning of each backup. It uses the Windows Backup and
Recovery tools to create the backup file. Server Edition continues with the rest of the backup procedure after the

System State Backup has been saved in the specified target folder.

2.2.2 Restore Process

T Open the @l Restore tab in your Backup Professional SE

x|
What ta Restore o % Client. Select the backup date that you want to restore from
“ou can resinie any combination of difves, folders, o fles L5

in the left-hand pane and restore the sysstate.bkf file that is

— - Click ko selact e check box: nesd Bo any dimve, foldar, or e that pou

AT T located in the target folder.
Nt bo rehoee:
= _IS:IE Hame
2] el Medis created 31272 7] gl Media conaled 31272003 at 1055 AM
# EAF Syem State Open the Windows Backup and Recovery application (Start

>> Programs >> Accessories >> System Tools >> Backup)
and select the Restore Wizard from the Tools menu. Click

on Import File and browse to the restored sysstate.bkf file.

cgock [ mear | caen | The default restore location is C:\Program Files\ZenVault

Professional\Restore.

Click OK to import the file. In the Left-hand pane, expand Media Created and select System State. Click Next

and Finish to complete the Restore Wizard.
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2.3 MS Exchange 2000 | 2003 | 2007

The MS Exchange 200x plug-in, combined with Zen Vault Professional, provides an automated backup solution
for any Exchange 2000, 2003 and 2007 storage group that you would like to backup. It enables a fast and flexible
way to protect vital Exchange data while the Exchange Server is in use.

2.3.1 Installation and Configuration

Note

Zen Vault Professional with the MS Exchange Plug-in must be installed on an existing Exchange Server as it
automatically detects and configures the communications between the two applications. The Exchange Server
services must be running in order for the Plug-in to access the files selected for backup. If you wish to install the
Backup Client on a different machine then you must first install Exchange on that second machine as to provide
the libraries required by the Exchange plug-in.

If you are installing the Single Mailbox Recovery (SMR) plug-in as well, please do so before installing the

Exchange plug-in to ensure that the SMR mail profile is configured correctly.

Zen Vault Professional can be upgraded with the Exchange Plug-in by running the Plug-in Installer and selecting
the MS Exchange 2000/2003 plug-in. After the upgrade, open the Backup Professional Client to configure the
plug-in. Select Plug-ins from the Tools menu and click on Exchange 2000/2003 Backup settings.

[3) Exchange backup settings ] x|

Storage folder backup selection Select where you would like the Backup Client to create a
Storage dump Folder [kup Professional SE\MSExchBackup| 7 Browse Y Storage dump folder. This folder is used to dump a copy
B[] servers | of the selected storage groups from the Exchange server.
B [[] QAZKISERVERSTD . ]
B[] Microsoft Exchange Server From here, the files will be encrypted and backed up. The
[ First Storage Group . . .
£ Socorid Storege Grow default dump folder is C:\Program Files\ZenVault
[v! Third Storage Group Professional SE\MSExchBackup.
Note
Make sure that your computer has enough free hard drive
space to store a dump of all the selected storage groups.
ok || gancel

The Backup Professional Client requires working space for the cache (which is compressed), a temporary copy of
each exchange storage group (the dump folder) and temporary disk space for creating patches to be sent to the

Storage Platform.
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The next step is to select the storage group(s) that you would like to backup. You have the option

to select individual storage groups by expanding Servers and selecting the Storage Groups one by one. If you

tick the Servers box, you will automatically backup all the storage groups within the Server.

You have the option to choose between Full or Incremental backups. Right-click on a Storage Group and select

Properties to specify your preferences. The following window will be displayed:

From here you can modify the Daily Backup Type

Y
Daily Backup Type for the selected storage group. The Backup Client
Only do full backups (] Apply this sellection to o sborage groups will, by default, do full backups during each backup.
ok U e A e i oo s e A A To enable incremental backups (only the Exchange
Fdl .
N . . " . = log files), remove the check next to Only do full
o | | backups and specify the days that you want to do
incremental backups.
Note

At least one full backup per week will still be enforced if you enable incremental backups.

Enable the checkbox Apply this selection to all storage groups if you would like to use the same configuration
for all selected storage groups. Click OK to save the changes, or Cancel to go back to the Exchange backup

settings window.

Click Ok to save the settings. Your Exchange Server Backup is now configured.

The Backup Process: To create your first backup, select Backup Now from the File menu. Backup Professional
will create an exact copy of the selected storage groups in the dump folder. These files will be compressed and
transferred to the Storage Platform. Subsequent backups will compare the selected storage groups with the
selection from the previous backup, which is stored in a cache. Backup Professional will create a patch file for
each storage group with all the changes made to the storage group since the last backup. Only the patch files and

any new selections will be backed up.

2.3.2 Full Backups vs Incremental Backups

Backup Professional provides you with two options when backing up Exchange 2000/3; Full and Incremental

Backups.

The Full Backup process is straightforward. All databases are backed up, and the log files for the particular

storage group are removed after the data has been incorporated in to the databases using a process called
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truncation. Using the efficient patching techniques available in Backup Professional, only a small

percentage of the full backup is transferred to the Storage Platform on a daily basis.

During Incremental Backups, only the storage group changes since the most recent full backup is protected.
These changes are stored in the Exchange log files and truncated into the storage group during the next full
backup. Note that when restoring you need the most recent full backup as well as all the incremental backups
between the last full and the required recovery point (RPO). Backup Professional will automatically restore all the

required files during the restore process.

2.3.3 How to restore a MS Exchange storage group

It is very important to follow the following steps:
e Exchange must have the same service pack level as when the data was backed up.
e Set the database to be overwritten by a restore. Right-click on the different stores in Exchange, click on
Databaseandenabl e the option AThis database can be overw
e Delete or move all the .log files in the MDBDATA folder in the Exchange installation directory. If these files
are locked, stop the Exchange Information Store service and try again. Start the service and if there are
any logs created (after starting the service) delete or move them as well.

e A restore can now be done as usual.

Open the Backup Client, select Plug-ins from the Tools menu and click on Exchange 2000/2003 Restore

wizard.

The Exchange Restore Wizard enables you to restore any Exchange Storage group without having to restore
the backup from the Storage Platform first, as the Exchange Wizard will automatically restore the files from the

Storage Platform, should you choose to restore from a previous backup.

Restore Wizard Step 1
In the first step, select either Restore from locally available backup or Restore from previous backups. Click

Next to continue.

Restore Wizard Step 2
If you select the first option, the Backup Client will use the last backup that is stored locally on the server. If you
select the Restore from previous backups option, the Backup Client will connect to the Storage Platform and

display a list of available Exchange backups.

The Storage Groups available in the backup that you selected, are displayed in the second step. Select whether

you want to Dismount the stores before recovering the groups.
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Note
Deselect this option if you are restoring to a Recovery Storage Group. You must specify whether you want to

Restore all Storage Groups or Specify restore options for each Storage Group. Click Next to continue.

Restore Wizard Step 3
In the third step, you must specify the Exchange Server and Storage Group to where you want to restore the data.
The original Exchange Server and Storage Group information is displayed by default. Also specify the following by
enabling/disabling the checkboxes:
e Mount databases after restore
o If you deselect this option, you will have to manually mount the Store after restoring it.
e Wait for Exchange to complete restore
o the Backup Client will wait for confirmation from MS Exchange before it will notify you that the
Restore was successful.
e Only restore log files
o Use this option to only restore the log files.
Click Next to continue.

The last step displays a summary of what you have configured. You can change the temporary path that the
Backup Client will use for the log and patch files by clicking on the Browse button. Click Start restore to start the
restore process. You have to select a backup set that you would like to Restore from. Click on Browse and select
the storage group that you want to restore. The client will list all the details from the backup i displaying the

Backup date, to which server the backup should be restored to and the selected Storage group.

If Exchange cannot mount the store, run the Exchange eseutil application and try again.

2.4 MS SQL 2000 | 2005

The MS SQL 2000 and 2005 plug-ins, combined with the Backup Client, provides an automated backup solution
for any SQL database that you would like to protect, including SQL Server 2005 Express. The plug-in will ensure
that your business-critical data is protected in case of corruption or loss. The Backup Professional SQL plug-in

enables you to protect multiple SQL instances on one server.

Note

There are two plug-in versions available. Usability is the same, so both plug-ins are described.

2.4.1 Installation and Configuration

Note
Zen Vault Professional and the MS SQL Server plug-in needs to be installed on the actual SQL Server and the

SQL services must be running.
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Run the Plug-in Installer and select the MS SQL 2000 or 2005 plug-in to upgrade the Server
Edition Backup Client with the MS SQL Server plug-in. After the upgrade, open the Backup Professional Client.
You will notice a new entry in the Backup Selection tab, in the left-hand pane, called i MSSQL Server. To add

and configure a SQL instance click on this entry.

MSSOL Server Plugin . .
version: 3.0 In the right-hand pane, specify the global database
Description: M5 SQL S 2000/2005 Plugi . .

sscription: M5 5QL Server 2000/2005 Phugh dump folder for the SQL instances in the MSSQL
Database durnp Falder |'|,.0.tti><5 Backup Professional 5E'|,dump| Bromse Server PIugin section. You can use the Browse button

Add Mew Server Instance |

to browse to a specific folder.

Note

Ensure that the server has enough free hard drive space to store a data dump of all the selected databases.

Click on the Add New Server (5] Attixs Backup Professional SE¥5.00 =lol x|
: File Selection Tools Yiew Help
Instance button to add the first SQL

‘ N - v & ~ owere
Server instance. A sub-node will be ‘ Q '@ @ @ 65—« @ @ pA'I"dIt;les

Backup Size Restore Find Connaction | Automate Help

created in the MSSQL Server section -
&l Backup Selection | . Restore | Logs |

in the left-hand pane, as displayed in & My Computer | MSSQL Server Instance
. B=aC _— Last Status:  OK
the Image below. Use the MSSQL Eggg§£234cgz:|;f?e7 | Server address: [127.0.0.1 | port: [1433 |
Server Instance section pane to L= Demo User name: |sa |
|} _ Documents and Settings Password: |**$***** \
configure this SQL instance. B In-tollers ' : _
£~ Program Files : Delete This Instance J ‘ Test Connection [
|~ RECYCLER )
{7 setup
. |} _ System Yolume Information | -
MSSQL Server Instance: Last 5 Test :
. . . | WINDOWS
status provides information about the ¥ wimpib
A B[4 MSSQL Server
last connection to the SQL Server. (& 127.0.0.1:1433]
Enter the Server address, SQL
username, password and port that

the Backup Client must use to Ready

connect to the SQL Server
(note that you must manually enable TCP/IP ports in the SQL 2005 Management tools)
Click on Test Connection.

The list of the available SQL databases is populated in the left-hand pane as sub-notes of the selected instance,
from where you can select the database that you want to backup. If you select the entire section, all databases

will be included, as well as any new databases created.

Select the database(s) that you want to backup. Backup & Restore operations are not allowed on the tempdb
database (SQL-DMO ODBC SQLState: 42000).
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To add another instance, click on the MSSQL Server entry in the left-hand pane, and then on the
Add new server button in the right-hand MSSQL Server Plugin section. A new node will be added. Configure the

SQL Server settings and select the necessary databases.

Note

Ensure that you have sufficient rights if protecting a remote server.

Verify that you have included all the required SQL databases in the left-hand pane before you initiate the first
backup. To create your first backup, select Backup Now from the File menu. Backup Professional will create an
exact copy of the selected databases in the dump folder. These files will be compressed and transferred to the
Storage Platform. The next backup will compare the selected storage groups with the selection from the previous
backup, which is stored in the cache. Backup Professional will create a patch file for each database. This file
consists of all the changes made to the database since the last backup. Only the patch files and any new

selections will be backed up.

2.4.2 How to restore a SQL database from a backup device

The first step is to restore the database from the Storage Platform. Click on the & Restore tab and select the
dump folder from the specific backup date. From the File menu, click on Restore. Select a restore location and
restore the database.

Open the SQL Enterprise Manager. From the

Restore database x|
Gerese | Opties | Console root, expand Microsoft SQL Servers and
browse to the Server where you would like to restore
Ij Bestoes oz database |SOL =l )
the database. Expand the databases section and
i select the database that you would like to restore. If the
FResioe: ™ Databaze " Fogroups of fes & From devica
B database does not exist anymore, you have to create
— Patamisters
Deyices: I and configure the database first. Right-click on the
Sgloct Dovicen.. database, select All Tasks and click Restore

I'_ g Database.

(% Fesione backup 8l
+ Dgtabase - complste
" Databuage - difeeentisl
" Tranzaction log
" Fie cx Hegioyp database you want to restore. Select From device and
™ Read backup tet infomabon and add bo backup bisteey

In the Restore as database window, select the

then click on Select Devices. From the Restore from

option, select disk and then click on Add. Browse to

[ ok | comd Help | the folder where you have restored the database and

select the file.

Click on OK accept the filename selected and OK again to accept the device. Using SQL functionality, you can

select how you would like to restore the backup set. You can choose between a complete or differential
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database, the transaction log or file group. If you are restoring to a new database you have to

enable SQL to overwrite the database.

Click on OK to start restoring the database. SQL Server Enterprise Manager will confirm that you have

successfully restored the selected database.

2.5 Oracle

The Oracle plug-in, combined with the Backup Client, provides an automated backup solution for your Oracle
Database at tablespace level. The plug-in will ensure that your business-critical data is protected in case of

corruption or loss.

2.5.1 Installation and Configuration

Note
Zen Vault Professional with the Oracle plug-in needs to be installed on an Oracle Server and the Oracle services

must be running.

To upgrade Server Edition with one of the Oracle plug-ins, run the Plug-in Installer and select either the Oracle 8i

or Oracle 9i/10g plug-ins. After the installation open the Backup Client.

Note

The Oracle Recover tab is only available in the Oracle 9i/10g plug-in.

SiE(| Itis very important to ensure that the

File Selection Toals Help - .
database is in Archive Log mode.

LI D0 O @ arine

Backup Size Restare Find Connection | Automate Help

Open the Oracle Enterprise Manager

| Backup Selection || Restore | Logs Oracle Backup iOracIe Recaver | Oracle Restore |

: Console, right-click on the database and
Oracle Server Settings

Server address: port: (1521 select View/Edit Details. Click on the
beizbaca o (A | Recovery tab and enable Archive Log
User name: [zvs |
EAN— bt | mode and Automatic archival if it is not
| Retrieve tablespace names | enabled. The database will have to be
Datahase hackup selection restarted.

Database dump Folder |C:'|,Program Files' AttixS Backup Professional SE'l,OracIeBackupI Browse

[ Ahways perform Full backup . .
= i/l Open the Backup Client and click on the
[w] O

[¥] S¥STEM
[w] TOWOLS

[#] UNDOTES]
[w] USERS

[w] “DE

Oracle Backup tab to configure the

necessary settings.

Ready
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Oracle Server settings
Enter the database name, user name and password that the Backup Client will use to connect to the Oracle
database. Leave the port at its default setting of 1521. Click on Retrieve tablespace names. A list of all the

available tablespaces will be displayed.

Database backup selection
Select where you would like the Backup Client to create the Database dump folder. This folder is used by the
Backup Client to dump a copy of the selected datafiles from where they will be backed up. The default folder is

C:\Program Files\ZenVault Professional\OracleBackup.

Note

Make sure that your computer has enough free hard drive space to store a data dump of the selected datafiles.

Select the tablespaces that you want to backup. Selecting the root (127.0.0.1) will backup all the tablespaces. The
Backup Client will perform a full backup of the selected files during each backup if you enable the checkbox next
to Perform Full Backup. If you do no enable full backups it will only backup the archive logs. Please note that the
Backup Client will perform a full backup on Sundays and the first time that a backup is initiated. Click on Save

selection. Backup Professional will not backup the selected datafiles if you do not save the selection.

Your Oracle Server Backup is now configured. To create your first backup, select Backup Now from the File
menu. Backup Professional will create a hot backup of the selected datafiles in the dump folder. These files will be
compressed and transferred to the Storage Platform. The next backup will compare the selected storage groups
with the selection from the previous backup, which is stored in the cache. Backup Professional will create a patch
file for each datafile. This file consists of all the changes made to the datafile since the last backup. Only the patch

files and any new selections will be backed up.

2.5.2 How to recover an Oracle tablespace or datafile (Oracle 9i/10g only

You have the option to either recover or restore Oracle tablespaces or datafiles. If you recover the datafiles,
Backup Professional will ensure that the tablespace or datafile is offline, restore the data to its original place,

recover the data and place the datafiles online again.

This cannot be done with the System tablespace since it has to be online when you restore it.

The first step is to retrieve the files that you want to restore from the Storage Platform. Click on the & Restore
tab and select the dump folder from the specific backup date. From the File menu, click on Restore. Select a
restore location and restore the files. Do not recreate the directory structure. After you have restored the dump

folder open the Oracle Recover tab.
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Oracle Server Settings

Supply the Oracle database name and your user name and password that you use to connect to the Oracle

database.

Server Restore selection

Use the Browse button and select the folder where you restored the data from the Restore tab.

Click on Retrieve Tablespaces. A list of the available tablespaces and datafiles will be displayed. Select the

datafiles that you wish to recover and click on Recover.

The files will be taken offline, the data will be restored to their original locations and the files will be recovered.

Backup Professional will place them online after they have been recovered.

2.5.3 How to recover an Oracle tablespace or datafile

The first step is to retrieve the files that you want to restore from the Storage Platform. Click on the @ Restore

tab and select the dump folder from the specific backup date. From the File menu, click Restore. Select a restore

location and restore the files. Do not recreate the directory structure.

[5) Attix5 Backup Professional SE 0| =]
File Selection Tools Help

© 5] 9]@ <@ s
Backup Size Restore Find Connectio.n Automate Help

Server Restore Selection

Recovery Folder

| Retrieve Tablespaces |

[] Restare control files

[/ Backup Selection | [ Restore | Loys | Oracle Backup | Oracle Recover Oracle Restore |

|C:'|,Program Files\atkixS Backup Professional SEVOracleBackup | Browse

B []1z7.001

] TEMP

[¥] CWMLITE
[[] DR3VS

[[] EXAMPLE
] IND%

] oom

[¥] SYSTEM
[¥] TOOLS

[[] UNDOTESL

[w] USERS
[ %R

H B HBEHBBRBRE

|}

Reskare

Ready
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There are a few different scenarios
when recovering an Oracle database,

tablespace or datafile.

After you have selected the recovery
folder (the folder to where you
restored the data) click on Retrieve
Tablespaces. A list of the available
tablespaces will be displayed.
Restore control files must be

enabled when you do a full restore.

When you click on Restore, the
Backup Client will remind you to
make sure that the database is
offline. If you are only restoring a few
datafiles, make sure that they are
offline before continuing. Change the
necessary settings and click on

Restore.
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The Backup Client will restore the selected files to their original location but they will not be

recovered. After the client has restored the files, you have to manually recover the files and start the database.

The following examples provide some help if you prefer to restore the data using SQL Plus.

2.5.4 Oracle tablespace or datafile

The first step is to retrieve the files that you want to restore from the Storage Platform. Click on the & Restore
tab and select the dump folder from the specific backup date. From the File menu, click Restore. Select a restore

location and restore the files. Do not recreate the directory structure.

Recovering a Closed Database
Media or hardware failure
e Determine which datafile or datafiles need to be recovered.
e Shutdown immediately
¢ Open the Backup Client and restore the dump directory from the Storage Platform. Open the Oracle
Restore tab and select the files that you want to restore. Click on Restore.
e Open SQL Plus with the following command: sqlplus /nolog
e Connect/ as sysdba
e Mount the database with the startup mount; command
e Recover datafile 'c:\data\datafile1l.dbf'; or recover tablespace tablespacename; or recover database;

e Open database

Recovering an Opened Database
Media or hardware failure (Not the System Tablespace)
e Determine the datafile or datafiles that need to be recovered.
e Open sqglplus /nolog and connect /as sysdba
e Take the datafile offline alter database datafile ‘filename' offline;
e Open the Backup Client and restore the dump directory. Select the datafile that you want to restore.
e Recover datafile 'c:\data\datafile1.dbf'; or recover tablespace tablespacename;

e Bring the tablespace or datafile online (Step 16 in the next section i Recovery/Full Recovery)

Recovering a Database
Media or hardware failure (System Tablespace)

e Unlike other tablespaces, the SYSTEM tablespace must be available in order to open the database.
Therefore, if any members of the system tablespace are damaged, they must be restored now. Before
doing this, make sure that the database is not open. It may be mounted. To make sure, run the following
command on the mounted, closed database.

e C:\Oracle\Ora92\bin> sqlplus / nolog
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e connect/ as sysdba

e select status from v$instance; The following will be displayed:

STATUS

MOUNTED
1 row selected.

e |f the database is not open, restore the damaged files from the most recent backup available restore
dump directory and select the datafiles. Once all damaged files in the system tablespace are restored, run
the following command on the mounted, closed database:

e recover tablespace system;

e alter database open;

e quit

Full Media Recovery
Recovery to the same location
e Open SQL Plus and stop the database with the shutdown abort; command.
e Open the Backup Client and Restore the entire dumpfolder from the Storage Platform. Open the Oracle
Restore tab and restore all files including the control files.
e Mount the database in SQL Plus: startup mount
e Recover database using backup controlfile; Accept the default path that is suggested when restoring the
log files. If the last log file cannot be located run the recover database using backup controlfile; command
again and supply the path to the redo folder that you restored as well as the filename of the redo log file
within that folder.
e Alter database open resetlogs;

e The Oracle database will be opened and ready.

2.6 Script Plug-in

The Script plug-in enables you to execute scripts and batch files during the backup or restore processes. This
allows you to prepare an application for backup and to create a data dump of a database. You can also stop and

start applications or services before, during or after any backup.

2.6.1 Installing the Script Plug-in

To install the Script plug-in, run the Plug-in Installer and select the Script plug-in. After the installation, open the

Backup Client interface.
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2.6.2 Configuration and Use
|| To add scripts, open the Tools menu, select Plug-ins and click on
S | Scripting. The Scripting settings window allows you to Add new
| Secript N
([ Seript 1 S |L and Edit or Delete existing scripts.
|[v! Script 2 | Edt |
[ Script 3 l .
= Click on Add to create a new script. The image below displays an
) example. Start by supplying a Script name and specify when this
script should run.

You can choose between:
e Backup/Restore start
e Backup data created
e Connection open
e Backup/Restore Transfer start
e Backup/Restore Transfer end
e Connection closed

e Backup/Restore end

EEET x| Browse to the application or batch file that should be
RO fserpt || executed. Supply a location where it should be
Foun sarigh on everk: | Backup start ol
. executed as well as any other Parameters needed.
Excecute: | Erowese
Execube in fokder: | Bremvie
—— ' Specify whether you want the Backup Client to wait for

e ok fex peocess to cniglae the process to be completed before continuing with

o [ cancal backup process by enabling the checkbox next to Wait

for process to complete.

Click on Ok to save the new script. You can enable/disable scripts by clicking in the checkbox next to the Script

Name. After you have configured all your scripts, click Ok to close the Scripting settings window.
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2.7 Single Mailbox Recovery

The SMR plug-in is used to backup and restore single Exchange server mailboxes. The SMR plug-in makes use

of a robust Exchange tool called ExMerge to perform the backup and restore operations. However the plug-in

presents a user interface facade to the ExMerge settings file (usually exmerge.ini) so that ExMerge can be

configured from the Backup Professional SE client. Once configured, ExXMergecan be run in &ébatcho

does not require user interaction.

SMR no longer requires MAPI or a MAPI profile to perform its functionality as the plug-in makes a native call via

the COM component to query LDAP for the list of Exchange mailboxes.

2.7.1 Installing the Script Plugin

To install the SMR plug-in on an existing SE Backup Client, run the Plug-in Installer and select the Exchange

2003 or Exchange 2000 Single Mailbox Recovery plug-in.

Additional files are created after running either SMR Backup, or SMR Restore, but these will be detailed later in
this chapter. These files pertain to ExMerge settings

Restore files having a 6smrr _06 prefix.

2.7.2 Additional Server Configuration

You have to change the Zen Vault Professional Service Log On during start-up from the Local System account to
an account with adequate permissions/administrative rights on the server to access the Exchange Information
Store. Open the Computer Management console by right-clicking on the My Computer icon and selecting
Manage. Expand the Services and Applications section and click on Services. Right-click on the Zen Vault
Professional Service and select Properties. Click on the Log on tab, select an Administrator account and

supply the log on password.

Microsoft Exchange 2003 note
You must add an ExMerge security group to the server if you are using Microsoft Exchange 2003. Add this group
by selecting Active Directory Users and Groups from the Administrative tools menu in the Control Panel. The user

that you selected for the ZenVault Professional Service start-up must be added to this group.

2.7.3 SMR backup i Configuring the backup settings

Select Plugins from the Tools menu and select SMR Backup. Enter the details as indicated in the dialog box

(screenshot available on the following page).

Folder to backup to
Specify where the mail box PST&ds must \pbtleacksps oy defadit but IR wi | |

can be modified to any location visible on your server, including mapped drives.

Zen Internet, Sandbrook Park, Sandbrook Way, Rochdale OL11 1RY Registered in England No. 03101568

Tel: 0845 058 9000 Fax: 0845 058 9005 E-mail: info@zen.co.uk Web: www.zen.co.uk © Zen Internet 2008



s
2
m
44 -
Gl
Tep
x|| Exmerge appends a PST file with the changes since the

Folder to backup to

Folder name: |C:'|,Pr0gram Files\tti=S Backup Professional SEvpstbackups | | Browse

[ Delete existing PST files in dump Folder prior ta backup

last backup. The file may therefore increase during each

backup and Exmerge cannot reduce the size of the PST

file. The Delete existing PST files option enables you to
User mailboxes to back up

SErYEr Name: |DEVE><CH2

specify that existing PST files must be deleted during the

|
::z;g <] add. backup process. A smaller file will be generated and
e | Remove | compared with the copy in the Cache to create the patch.
Verify... . . . . . .
This option is especially useful after reducing mailbox
= limits/sizes in the Exchange server. Click on Customize to

Locaization... | [__cheek confiuation.., | | SPECify which days of the week you wish to delete the PST

Exmerge Logging files in the dump folder. All days are selected by default.
[1 Rall log files larger than

Exmerge logging level: | Minimum {17
Ok Cancel

User mailboxes to back up

Here you must provide the name of your Exchange server in the Server Namet e xt f i eAdiilédamdl t he 6

Removbeubt t ons are used to select/remove the Exchange mail

The Verify button can be used to verify whether the selected mailboxes are in sync with Active Directory. The
plug-in will list any missing mailboxes and provide you with the option to remove them from the list.

Use the Localization button at the bottom of the SMR Backup window in case you are experiencing problems
connecting to the Exchange Server.

x|| The Check Configuration button determines whether the SE
e s gps et | garvice has sufficient permissions to access Exchange and the
IF it-is in the list of trustees with these rights set ta 'Deny’, you will need to correct SMR Configuration Results page W|” provide in depth information
your account configuration.
Failure to do so may compramise your SMR backups. about the configuration, and possible permission issues.

SE Service Information
This information refers ta the backup service that contrals SMR.

SE Service account: Aexmerge

Please ensure that your service account or one of its associated

Graup memberships: Domain Users

groups is in the list of trustees with Send-As and Receive-As

rights set to Allow.
Exchange Server Information
Server name: DEVEXCHZ

ADPathi - LDAP:fjChi=Malbox Stare (DEVEXCH2), CN=First Storage Grawp,CH= | | t i not, you will have to correct your account configuration.

Trustees with Send-as set to 'Allow': Trustees with Receive-As set bo Allow’:

SR T FHCHDEViamei Failure to do so may compromise your SMR backups.

Truskees with Send-As set ko 'Deny': Trustees with Receive-As set ko 'Deny’t - s -

EXCHDEY Administrator ExCHDEW\Exchange Domain Servers The one exceptlon to th|S IS If your SE account IS Setup as

ExCHDEVY\Domain Admins ExCHDEY\Administrator ) ,

EXCHDEY\Enkerprise Admins EXCHDEVDomain Admins Local System. Il n this case, the 6Ch
EXCHDEY\Enterprise Admins

OK
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simply warn you that it is set to LocalSystem. The onus will be on you to ensure that LocalSystem
is sufficient, or whether you need to setup a unique account for your SE service.
Exmerge logging option enables you to specify the level of information logged in the Exmerge logfile. You can
enable log file rolling and a log file retention period to limit the space required by these logs. Note that the plug-in
will process these options before each backup, so files may exceed their size, until the next backup.
Click on the O6Addéd button to retrieve a |list of avail al
|
A e e Select the users from the 6Availa
Forailable ugere: Seletled uzers:
admretrate B 2| users and clicking the 6Add >06 bu
v sSelect ed 5. Click OK t ¢
Darryl Pertz 6Sel ecte userso. i C o re
iodnsk Grodler Al =
Stephan Thiel selected users will now be shown in the list of mailboxes that
s
will be backed up (as is shown in image to the left).
=l =|
_ x| _cma |
Onceyou have completed your selection, click the OK butto
your settings in a dA.inio file ready for your next manu.

2.7.4 Backup Settings

The settings you selected are stored in two files in the <SE Root Dir>. These files are:
e smrb_exmerge.ini T this is the main settings file that ExMerge will use for the backups

e smrb_mailboxes.txt i this indicates the mailboxes you selected from the list of available user mailboxes

Once you have completed your first backup, you will find an additional log file in the directory where you indicated
your mailbox PST files to be stored:
e smrb_exmerge.log i this file provides detailed information about the backups performed and can be

examined if any errors are suspected to have occurred

2.7.5 Output during a backup

x| When you initiate a manual backup, you will see the following output as

[

Savire Seklion - H _- . . . . .
orrectingbo senicn evidence that the SMR Plug-in is doing its job:
Startineg biscigy
Sating SR Backup
ALaunching ExMengs
Excbarge euited successiuly
SRR backups complate
Saying selection kst
iChexcking Fioe e Floss

Total sebection: 21,56 MBin 17 fies

hecking cadhe

[Cresting patche:

lickding new Files

[Total badkup size: 26.1 KB

Iritiadzing seoure random generabor, ..

Confctine b seever

Fmronr pusesn- Hacos Sacuosc Tiserd Bwets 115 Stalachooth. _'l

|
Ll
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Mecrosoft Enchange Mallbax Merge Wizand

Ciopyany data from the Excchangs Sercer WT& ba PST M in T'\Program

FilaaAmed Backup Profersional SE\pathackups’

~ Copy Statistics —— -
Copy stated 8t [ 17142
Elapend Time: (0000004

Workineg on Mo 5 of £ selactad
ENENNENNNEENNEENENEENNEE

Piifoarning Step:  Copyang fiom Server Madbe: i Pessonal Folders

Cumerd Moo Stephan Thiel
Cumerd Folder: ‘Gt [tems

Succetses: 4
Fadwes:

Cancel |

Hep |

2 During the

progress.

closed automatically.

Note

2.7.6 SMRrestorei Running arestore

[51SMR - Restore Settings

Folder to restore from

in the output, you will also notice an additional dialog box, from
ExMerge, will be launched for the duration of the SMR backup.

This dialog box provides details about the ExMerge backup in

Once the ExMerge backup has completed, this dialog box will be

This dialog box does not appear for automatic backups.

xl| Unlike the SMR Backup functionality, which effectively

Folder name: |C:'|,Program Files\AttixS Backup Professional SE'l,pstbackups| Browse

User mailboxes to restore

Destination server: |DEVE><CH2

testl-Z
testz-2
test3-2

-

Localization, .

Exmerae logging level: | Medium (2) -

Remave
Wetify...

Restore.

Folder to restore from

| Restare | | DK

|| Cancel |

User mailboxes to restore

configures the backup settings to be used at a later stage
(either when an automatic backup runs, or the user manually
|| requests a backup), the SMR Restore functionality should
only be used when an actual restore operation is required.
Select Plugins from the Tools menu and then SMR

This indicates the folder where the PST files can be found

that match the user mailboxes you selected for restore.

This is where you indicate both the server to which the PST files should be restored, and the available mailboxes

that should be restored. Only previously backed up mailboxes available in the specified folder will be in the list of

available mailboxes. You can use the Verify button to determine whether the mailboxes you are about to restore,

actually exist in Active Directory, as this is a requirement of a successful restore.

destination server in the Destination server text field and click the

e ct Avaihable ussre r s

previous dialog. The selected users will now be shown in the list of

mailboxes that will be restored (as is shown the previous image).

2| As per the SMR Backup instructions specified above, indicate a
Wiy thr ksts Eslow b Sedact thes user madboes you wish to restons,
Pvailable users: Seleciad users:
Adanistrator | Test Account =]
frthory Kright Add Usersé butt on. Sel
Dyl Ferkz
2;3‘.:’%".,.'" Lo | list by selecting the users and clicking the Add > button to add
S them to the list of Selected users. Click OK to return to the
= =l
ok | _conel |
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Once you have completed your selection, click the Restore button on the Restore Settings dialog
box to begin the restore operation. This will store your settings in an .ini file and launch ExMerge to perform the
restore operation.
2.7.7 Restore Settings
The settings that are saved prior to the restore being launched are stored in two files in the <SE Root Dir>. These
files are:
smrr_exmerge.ini i this is the main settings file that ExMerge will use for the restore
e smrr_mailboxes.txt i this indicates the mailboxes you selected, to be restored, from the list of available
user mailboxes
Once you have completed the restore, you will find an additional log file in the <SE Root Directory> as follows:
e smrr_exmerge.log i this file provides detailed information about the backups performed and can be
examined if any errors are suspected to have occurred.
2.7.8 Output during a restore
After you click 6Restoreb6 and your

ExMerge will launch to perform the restore. You will see the
following output during the process of the restore operation

(see right-hand image).

This details the activity during the restore, including how
many mailboxes will be processed, and where ExMerge is in

the restore progress.

Upon completion, the SMR Restore plug-in will then
determine whether any errors were detected and report this
to the user.

If no errors were detected then this dialog will be shown.

If errors were detected, then the following dialog will be

shown:

The indicated log file will detail the errors for further troubleshooting or problem solving.
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